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ONCOR PRINCIPLES, POLICIES AND PROCEDURES 

 Title: Emergency Preparedness/Business Continuity 

 Responsible Officer: Vice President, Distribution Operations 

Last Reviewed/Revised Date: March 11, 2025 

Scope / Application 

This policy applies to the Emergency Preparedness/Business Continuity program that will carry 
out the operational risk assessment, incident prevention, planning, readiness, operating, 
monitoring, reporting and external coordination practices that improve the resiliency of Oncor and 
guide the management of incidents and emergencies during and after the occurrence of a 
significant business disruption.   

Protective capabilities such as physical security, information security, and safety and health have 
unique requirements and may be governed by other policies or procedures.  The scope of this 
policy includes: 

• Emergency Preparedness Program – Designed to ensure enterprise wide Operational Risk
Management.

• Incident Management – Management of significant incidents and emergency situations and
the activation of contingency plans and response plans.

• Mitigation and Protective Plans – Identify plans aimed at reducing risks to, improving the
resiliency of, and enabling the resumption of critical business activities under a variety of
disruptive conditions or events.

• Status Reporting – Reporting the readiness status and any identified risks related to
protective capabilities and contingency plans.

Purpose 

This policy guides the establishment of an enterprise wide program focused on Operational Risk 
Management to secure Oncor’s ability to provide a reliable supply of electricity by protecting 
against any business interruption. It provides a methodology for developing and implementing 
new mitigation and protective plans as new threats are identified and governs the various 
capabilities and plans that have been established to protect against potential events that could 
threaten the continuity of business activities.  The defenses established to achieve this goal 
include safeguards, plans, facilities and capabilities directed at three primary objectives: 
protecting personnel and assets, reducing the risk of a business interruption or incident, and 
preparing for and managing incidents and emergencies.  These capabilities are demonstrated 
through simulation or actual use to be effective in reducing the impact of adverse events as 
well as enabling resumption of critical business activities more quickly than would otherwise 
be possible. 

Business interruption risks are neither unique nor, in most cases, isolated.  Good business 
practice requires that Oncor personnel understand, assess and manage business interruption 
risks from a holistic perspective, considering the interdependency of business processes, the 
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impact of discrete processes on the overall enterprise, and the cost/benefit of potential mitigation 
strategies from an enterprise perspective. 

Policy 

1.1. Emergency Preparedness Program – A comprehensive program will be implemented 
based on NFPA 1660, which provides guidance on emergency preparedness, response, 
and resiliency.  

1.2. Program Management – Program administration, program coordinator, emergency 
preparedness council. 

1.3. Analysis – Risk identification, assessments and critical impact analyses based on sound 
analytical practices. 

1.4. Planning – Prevention and mitigation evaluation and planning, plan establishment, and 
plan management. 

1.5. Implementation and Operation Controls – Incident management, governance, 
operational procedures, communications, applications and function resiliency. 

1.6. Checking and Evaluation – Provide for the communications, training and/or simulation 
experience necessary to ensure that employees are aware of their responsibilities related 
to protective capabilities and contingency plans and are prepared to implement them 
effectively.   

1.7. Review, Maintenance and Improvement – Comply with all applicable provisions of this 
policy. 

2. Incident Management – Oncor has adopted the use of the Incident Command System (ICS) 
as specified by the National Incident Management System (NIMS). ICS allows for the 
expansion and contraction of resources as the magnitude of the situation changes and 
prescribes a national standard for emergency responder organizations. For more detailed 
information and training on NIMS/ICS visit http://www.fema.gov/national-incident-
management-system. The standard ICS organizational structure is shown in Appendix A. 
ICS directives include:
• Provide response direction.
• Coordinate effective communication.
• Coordinate resources.
• Establish incident priorities.
• Develop mutually agreed-upon incident objectives and approve response strategies.
• Assign objectives to the response structures.
• Review and approve Incident Action Plans (IAP).
• Establish protocols.
• Ensure worker and public health and safety.
• Inform the media, customers and governmental agencies.

3. Mitigation and Protective Plans – Mitigation and protective plans will be implemented to 
provide protection against the top operation risks using the elements described in Section 1 -
Emergency Preparedness Program. Many of these plans and capabilities require periodic 
training, simulation, testing, and/or updates as governed by other internal policies and 
procedures, or external entities such as the Electric Reliability Council of Texas (ERCOT).  A 
complete list of the approved Plans will be maintained on the internal Emergency 
Preparedness/Business Continuity website.

http://www.fema.gov/national-incident-management-system
http://www.fema.gov/national-incident-management-system
http://intranet.corp.oncor.com/sites/EPBC/Pages/default.aspx
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4. Risk Assessment, Mitigation and Protective Plan Status Reporting – The Incident
Commander will report readiness status and identified risks to the RMC on a periodic basis.
4.1. An annual report of readiness status for each Mitigation and Protective plan will be

prepared using the internal executive review and sign off form.
4.2. Risk Reporting - Any significant gaps in readiness or other significant identified risk will 

be reported as soon as practical to the RMC. 

Governance / Implementation 

5. Responsibilities and Accountabilities:
5.1. Risk Management Committee – The RMC has responsibilities as defined in the 
Risk Management policy.
5.2. Incident Commander – It will be the responsibility of the COO, in his/her role as Incident

Commander (IC), to ensure that Oncor is prepared to respond to a variety of events and 
emergency conditions.  The IC will: 

5.2.1. Coordinate Executive Team (ET) redeployment and incident management 
readiness; 

5.2.2. Designate an Emergency Preparedness Program Sponsor(s) to coordinate 
emergency preparedness activities and communications across the enterprise. 

5.2.3. Report on Oncor’s state of readiness to the RMC. 
5.2.4. Have overall authority and responsibility for conducting incident operations and is 

responsible for the management of all incident operations - as defined in 
NIMS/ICS. 

5.3. Emergency Preparedness Program Sponsor – the Emergency Preparedness Program 
Sponsor (EPPS) will direct resilience oriented activities to ensure that Oncor is prepared 
to respond to a variety of events and emergency conditions. The EPPS will: 

5.3.1. Recommend policies and standards and develop programs related to business 
continuity. 

5.3.2. Provide the IC and Executive Management and their functions with systems, tools, 
facilities, capabilities, information, and expertise that improve the overall efficiency 
and effectiveness of Oncor’s BC activities.  These include, but are not limited to, 
Alternate Work Locations (AWL), emergency communications tools, emergency 
computing arrangements, a mass notification system, an employee call-in 
number, and an Emergency Preparedness/BC web-site/database. 

5.3.3. Manage the Incident Management and Protective Plan implementation training 
programs; 

5.3.4. Develop and coordinate tests and simulations that span multiple contingency 
plans; 

5.3.5. Identify and report any gaps in planning and/or readiness. 
5.4. Emergency Preparedness Program Manager (EPPM) assists the EPPS in carrying out 

the Emergency Preparedness/Business Continuity related responsibilities, including : 
5.4.1. Manage the Emergency Preparedness Program. 
5.4.2. Coordinate the activities of the Emergency Preparedness Council. 
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5.5. Emergency Preparedness Council – The Emergency Preparedness Council (EPC) will 
be made up of individuals appointed by Executive Management and the EPPS to 
represent each of the business functions. The EPC will work with the EPPM to: 

5.5.1. Perform Operation Risk Assessments. 
5.5.2. Analyze potential risks and develop recommendations for mitigating strategies and 

protective plans. 
5.5.3. Develop and coordinate training and exercises. 
5.5.4. Evaluate plan effectiveness against drills and actual events and recommend 

improvements. 
5.5.5. Prepare annual readiness status reports. 

5.6. Providers of Outsourced Business Processes  
5.6.1. The redeployment planning, readiness, monitoring and reporting standards 

required of Oncor will apply to every provider of  discrete business processes that 
are deemed 'critical' by their process owner and sub-processes that are essential 
for the operation of an Oncor critical business process.  Examples of outsourced 
critical business processes include but are not limited to revenue management, 
call center, supply chain, line construction, and information technology.  

5.6.2. Outsource providers may participate in Oncor planning forums and will provide 
evidence of their plans with Oncor on an annual basis. 

All officers and managers are responsible for implementing and ensuring awareness and strict 
compliance with this and any related policy. 

Due to the nature of emergency preparedness / business continuity plans and related 
communications, inclusion of sensitive or confidential information is unavoidable.  However, every 
effort should be made to limit the amount and specificity of such information to the minimum 
needed to create effective plans and communications.  Per the Oncor Code of Conduct, 
employees should not use, copy, or transfer confidential or proprietary information other than as 
necessary in carrying out their duties.  

Definitions / Key Terms 

Business Continuity (BC) – Planning, readiness, operation, risk reduction, monitoring, reporting 
and external coordination practices that improve the resiliency of Oncor, guide the management 
of incidents and emergencies, and enable the continuance of critical business processes during 
and after the occurrence of a significant business disruption. 

Disaster Recovery – The capability to restore computer operations and data after a catastrophe 
occurs, such as a fire or tornado.  It includes routine off-site backup as well as a procedure for 
activating vital information systems in a new location. 

Information Security - The process or technique of protecting data from unauthorized access, use, 
disclosure, destruction, modification, or disruption.  It aims to provide for the confidentiality, 
integrity and availability of data regardless of the form the data may take: electronic, print, or other 
forms.  Stated another way, information security refers to techniques for ensuring that data stored 
in a computer cannot be read or compromised by individuals without authorization. 
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Redeployment - The capability to redeploy key resources to alternate work locations (AWLs), 
resume critical business processes, and return to business-as-usual. 

Risk Management Committee (RMC) – Formal risk management body within Oncor 
responsible for identifying and reporting on risks.  
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Incident Management---Description of the Standardized ICS 
Organizational Structure 

Operations Planning Logistics I/T and Finance/ Admin.

Incident Command

 

Information

Safety

LiaisonLiaison

ICS Section responsibilities include: 

• Incident Command– provides overall leadership for incident response, ensures safety, provides
information to internal and external stakeholders, delegate authority to others and establishes
incident objectives.

• Information Section – develops and releases information about the incident to the news media,
customers and to incident personnel;

• Liaison Section – serves as the point of contact for assisting and coordination activities between
various agencies and groups;

• Safety Section – develops and recommends measures for assuring personnel health and safety
and assesses and/or anticipates hazardous situations.

• Operations Section – directs tactical actions to meet incident objectives, and identifies and utilizes
resources.

• Planning Section – collects, evaluates, and displays incident information; prepares an action plan;
plans for demobilization; personnel and equipment records; and maintains documentation.

• Logistics Section – provides adequate service and support to meet incident needs including
supplies, first aid, food, lodging, communications, ground support, procurement contracts, and
transportation maintenance.

• I/T and Finance/Administration Section – I/T, I/T operations, communications; tracks incident
costs and claims; and provides legal expertise.
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